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1. Setting up your Vodafone
Broadband router

Once your Vodafone Enterprise Broadband Service has been activated, follow the steps below
to connect the Broadband to the internet.

Ifthe red LED power light at the bottom of the Vodafone Broadband router does not come on during
setup, please check that the cable connections are all correct and the poweris on at the wall socket.

Connecting your router to the internet

If your phone socket looks
like either of these, you don’t
need to use a microfilter.

. |
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Ee

© Connect the phone and internet cables to the O Pressthe power switch to turn on the router.
microfilter and then plug the microfilterinto The power LED light on the bottom of the router
your phone socket. willturnred and the internet status LED light on
the top of the router will turn green once your
© Attachthe other end of the internet cable to internet connectionis set up. Ifthe lightsdon’t
theredinternet port on the back of your router. appear straight-away, please don’t unplug or
switch off your router for 60 minutes as it may
© Connectthe power adapter cable to the power interrupt the set-up process.

adapter portand pluginto an electrical socket.
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1.1 Connecting devices wirelessly to the internet

Once your Vodafone Broadband routeris set up and the Wi-Fiis working, you'll need the
information on your Vodafone Broadband router’s label to get devices like PCs, laptops,
tablets and smartphones connected wirelessly to the internet. The Wi-Fi name and password
can be found on the back of the Vodafone Broadband router.

Using wireless broadband (Wi-Fi)

To use wireless broadband — or Wi-Fi, as it’s more commonly known — your computer needs
acompatible wireless network card or a wireless adapter—most devices are fitted with these
as standard.

Wi-Finame

The Wi-Finame iswhat you’ll need to look forwhen connecting any device wirelessly to the
internet through your Vodafone Broadband router. This can be changed or personalised
if you wish, for example, ‘Vodafone Business Broadband’ or Julian’s Barber’s Broadband’
—the steps on how to complete this follow laterin the guide.

Wi-Fi password

While connecting to the Wi-Fi network you will be asked to enter the Wi-Fi password.
This password is printed on the back of the router, so for business users we recommend
changing this to something memorable so only administrators can access the device’s
settings. The steps on how to complete this are explained laterin the guide.

Vodafone Broadband router password

You'll need this password to change your Vodafone Broadband router settings through the
Vodafone Broadband online portal or Vodafone Broadband router app.

Vodafone Broadband router app

You can use the Vodafone Broadband router
app to change your Wi-Fi password and
manage your Vodafone Broadband router
settings. It’s available to download and install
from the Apple App Store or Google Play Store
—search Vodafone Broadband.
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1.2 Managing your Vodafone Broadband router’s settings

You can manage your Vodafone Broadband routerand allits settings on a PC or Mac
by using the online portal.

1.Make sure you're connected to the Vodafone Broadband router, either by Wi-Fi
oran Ethernet cable.

2.0pentheinternet browser on your device and enter
http://vodafone.connect or 192.168.1.1 into the address bar.

3. EnteryourVodafone Broadband router password.

4.Then, by clicking on the relevant tabs, you’ll be able to check and manage your Vodafone
Broadband router’s settings and the devices connected to it.

Welcome

Enter your Vodafone Broadband router password to manage your settings.

Forgotten password

Overview Internet Wi-Fi Sharing Settings Status & Support

@ Down 46.9 ueis
Up

19.7 minss

1

= Main WiFi aa Network

e = E0262338
® is active IP Address
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How do I change my Vodafone Broadband router’s Wi-Fi name?
1.Go to the ‘Wi-Fi’ tab.

2.Select ‘General.

3.Enteryour new Wi-Finame in to the ‘Wi-Fi name (SSID)’section.
4.Click ‘Apply.

Overview Internet Wi-Fi Sharing Settings Status & Support
Goneral General Wi-Fi settings ®
Schedule Your Vodafone Broadband router conforms to recognised Wi-Fi standards and enables your devices

to be easily connected wirelessly.
WPS

Wi-Fi network
Enable Wi-Fi On/Off button on Vodafone Connect router

Split SSID

Setup

Main Wi-Fi Wi-Fi 2

v wAA

Wi-Fi name (SSID)

VodafoneGonnect81821553

Broadcast SSID (/

Frequency

2.4/5GHz v

How do | change my Vodafone Broadband router’s Wi-Fi password?
1.Go to the ‘Wi-Fi’ tab.

2.Select'General.

3.Clickonthe ‘Change password’ dialogue box.

4.Follow the on screeninstructions.

5. Click ‘Apply..

Sl [ @) Network key (8+ characters)
Frequency New password |
241/5GHz ~

Re-enter password

Protection mode

WPA + WPA2 ~ Password strength Weak

Wi-Fi password ° Your password needs to have at least 8 characters -

including at least one lower and upper case letter, a
number and a symbol

Display characters E]

Change password
Cancel

Apply Cancel
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How do | stop unauthorised access to my Vodafone Broadband router’s settings?

To improve security and prevent unauthorised access to your Vodafone Broadband router’s
settings, follow these steps to change your Vodafone Broadband router’s password.
(Please note your Vodafone Broadband router’s password is different from your Wi-Fi password).

1.Goto the ‘Settings’ tab.

2.Select 'Password’.

3.Clickonthe ‘Change password’ dialogue box.
4.Follow the on screeninstructions.

5.Click ‘Apply’.

Overview Internet Wi-Fi Sharing Settings Status & Support

Password Vodafone Broadband router password

Firmware Update Setanew password for your Vodafone Broadband router to enable you to change your router settings

securely.
Energy settings
& Change Vodafone Broadband router password
onfiguration
LAN Public Page Current password
1Pv4
Display characters [_|

‘Change Password

How do | change the Wi-Fi channel on my Vodafone Broadband router?

If anotherwireless device (even next door) is using the same channel as your Vodafone Broadband
router, the two devices could compete for the airwaves. Here’s how to change the channel:
1.Ensure ‘Expert mode’is enabled.

2.Go to the "Wi-Fi’ tab.

3.Select ‘Settings’.

4.Find the ‘Channel’ setting and select ‘Preferred channel’ from the drop-down menu.
5.Click ‘Apply’.

Overview Internet Wi-Fi Sharing Settings Status & Support

Genorl Settings ©

Schedule Below you can change parameters for the two WiFi frequencies 2.4 GHz and 5 GHz.

e 24GHz

MAC Filter
WiFi Mode Mixed 802.11b/g/n v

Settings

Bandwidth 20MHz v

Channel Auto b

5GHz

WiFi Mode 802.11ac (default) v
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1.3 Connecting to the internet with an Ethernet cable

1. Plugin one end of the Ethernet cable to an Ethernet port on your computer, and the other
to any of the four Ethernet ports on the back of the Vodafone Broadband router.

2. Most computers will automatically detect when an Ethernet cable is connected. You should
then be able to go online straight-away.

If you find there’s nointernet access using your Ethernet cable, make sure you’ve securely

connected the cable between the Vodafone Broadband router and your computer. You can

also try restarting your computer.

1.4 Resetting your Vodafone Broadband router

If you experience problems with your Vodafone Broadband router, it sometimes helps to
switch your Vodafone Broadband router off and on again. See the image below to locate the
on/off button. Please do not do this during initialisation.

1.5 Beamforming technology explained

The Vodafone Broadband router uses a technology
called beamforming. It works by focusing the Wi-Fi
signal towards the device usingit, ratherthan
spread the signal across awide area. If you have
abeamforming enabled device, you don’t need

to setanything up, you'll get a better quality signal
whereveryou are in the premises. To find out if your
device isbeamforming enabled check the
manufacturer’s specification.

1.6 Boost technology

Boost technology allows the Wi-Fiin your premises
to be focused on one device for a specific length of time — this can be controlled by the
administratorvia the online portal or from the Vodafone Broadband router app.
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2. Keeping your computer safe online

2.1 Anti-virus

Vodafone always advises using a reputable anti-virus programme, many of which also protect
your business against malware and phishing scams. Our recommended anti-virus software
is F-Secure SAFE —for managing the security of all your devices. It’s easy to use, and can also
help you locate missing devices and even wipe them remotely if you think a device has been
stolen. F-Secure SAFE handles your everyday activities safely too — from browsing to online
banking. It'll keep you safe from phishing attempts that try to steal personal information, and
keep all your data secure. For furtherinformation on our recommended anti-virus, please visit
vodafone.co.uk/businessbroadband

2.2 Content controls

Our content controls allow you to manage your broadband content control for your Vodafone
Business Broadband Service via your Vodafone My Account.

® You can pick from a predefined content control profile or you can set up a custom profile.
You canalso set up ablock and allow list and choose time settings for your content controls.

® This capability only applies for your Vodafone Business Broadband Service and will not
affect other Vodafone services such as mobile phone, mobile broadband or phone.

Content control profiles
® Profiles available and what they block:

Safe — Blocks: Malicious sites.

Super Safe — Blocks: Malicious sites as well as Adult, Hate, Violence &Weapons,
Drugs & Crime, Alcohol & Tobacco, Gambling and Dating.

Ultra Safe — Blocks the same as Super Safe as well as Sex Education, Social
Networks and Games.

Custom — You can select any combination of categories to block.

Off — No content profile set-up. This is the default setting when your

Vodafone Business Broadband Service is first activated.
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How to turn on/turn off or amend content controls
1. Loginto ‘My account’.
2.Upon activation, the default setting of ‘Off’ is automatically applied for content controls.

Oninitial set up of the Vodafone Broadband router, you will receive a splash screen which
will give you the option to set up your content controls.

[ 2-H Ra] fiIEJ}fEJUsers.-‘Ful[erR1.fDEsl<tup.l‘urfi)-fDrce-{hnioe-page_html
i Appr y saajp £ HEALM- Quality C

- @0

& Account manageme... ||| workspace . feldgliss Home [\ Cldocuments [ mobdet] [ UATwees's BB PL1 @ TCCL @ bev @ plive [JIETab

Welcome to Vodafone Broadband

Ta keep everyone safe on he internet. you can choose 10 sefup simple conbent contrals (o block nappropriate sites

Set up content controls Mot now

¥ou can set up or change your content controls at any time by legging in to My Vodaione

3.If 'Set up content controls’, is selected you will be directed to your ‘My account’ page.

‘My Vodafone’ can be accessed at any time if you do not want to set up content controls
straight-away or if you want to change them.

Personal | Business Privacy and cookies & My account [Logged in)-.

o B T IR st 2

Youare here : Home + Account summary

Hello SANKAR

4.0nce loggedinyou needto click on
‘Manage’ foryour broadband service
which will take you through to the
content controls menu. If you have
multiple broadband subscriptions,

Account summary
SANKAR KUMAR Account number 7000150803

Pay monthly bill

B £51.49

o g 15 youwill needto select each
[ sebie s — | broadband subscription individually
P - — to manage the content controls.

’1& Personal | Business Privacy and cookies 8, My account [Loggedin.. -

Discover Vodafone My Vodafone

Want to update your Account

Youarehere : Home » Account No.7TDD01E0803 » Manage content controls
In Manage account settings, you can update
your address. contact of logn details  or

e out e o ancies o 9 Hello SANKAR Choose your Vodafons number = LU |y
) Account summary Manage content controls
Bills and payments
5. You can view your current content a “ hw s b maragogyr e ot o bl gt s
control settings at a high level — .
and can navigate to manage your P Cumnty bockd: M S
‘Content profile’, ‘Block and s Men et e
allow lists’ and ‘Time controls" & Blocked and Allowed lists

Yeu can customise your comtant profils by Blecking or allowing aceess 1o indvidual sites within any
catagory. Add a site to your Blocked list 12 block &, or to your Allowsd list f you want aceess to &
You can include up to 1D sites in cach fst

Blocked list: 1/10 sites
Allowed list: 1/10 sites
Manage Blocked and Alowed lists
@ Time controis
Decide when you want your content profile and Blocked and Allowed lists Switched on

@ Content profie, Blocked st and Allowed list are cuniently ative

Manage time controls
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How to set up a Content profile

1. Select ‘Content profile’ from the left hand navigator or the main ‘Manage content controls’
menu and select the radio button for the profile you want and click on ‘Save'.

Personal | Business Privacy and cookies & My account [Logged in)... -

o Shop Discover Vodafone My Vodafone Suppeort m

You are here : Home » Account No. 7000180805 » Manage content controls » Conient profile

Hello SANKAR = | LLusz9tes

1Y Accourt summary Content profile
Bills and payments
In your content profile you can choose which types of content you want 1o block. Choose between our Safe,

WManage content controls Super safe or Ultra safe profiles, or create your own customised profile.

Block and allow lists Current profile: Safe

Time controls
Ry Safe - This blocks Malicous sites .
Manage account setiings Zsban e

Super safe - This blocks all conent categories apart from Sex Education, Social Networks and Games

> show maore

Ultra safe - This biocks all content categories

> show more

Custom - This enables you to choose the content categories you vant o block

= show more

Turn off - This switches off all categories to give you access to all types of content

2. Ifyou select the ‘Custom’ profile, the menu will expand to allow you to tick on the categories
youwantto blockand click on ‘Save'.

Custom - This enables you 1o chooss fhe content calegories you want 1o block 0
> show less

Blockall @
Malicious Sz ()
Adul @

[ Ha. Violence & Weapons ()
Drwgs & Crime o
Alcohol & Tobacco i)

B Gambing @

Datng @
SexEducaton ()
Social Networks I

Games

Turn off - This switches off all caiegories o give you access 1 all types of content

Save
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Block and allow lists

® |naddition to selecting a content control profile, you can set up block and allow lists to
specify certain URLs you want to block or allow, regardless of the profile you have selected.

® Forexample, your profile may block all gambling sites, however, you might want to add
nationallottery.co.uk to your allow list.

® Thetotalyoucanhaveineachlistis 10.

® We will block or allow the whole domain so if you block BBC news (bbc/news.co.uk)
it will block the whole of www.bbc.co.uk site.

How to amend/change block and allow lists

1. Select ‘Block and allow lists’ from the left hand navigator or the main Manage Content
Controls menu and enter the URL of the site you want to block or allow and then click on
‘Add’ to add it to the list. Once you have completed your list, click on ‘Save’.

Personal | Business Privacy and cookies & My account [Lopgedin)..  ~

o Shop Discover Viedafone My Vedafone Support Search Q

You are here : Home » Account No. TDD0 150805 » Manage content controls » Block and allow lists

Hello SANKAR % | LLuesies
P M —— Blocked and Allowed lists
Bills and payments
nage content control You can block up to 10 sites by adding them to your Blocked list, and access up to 10 others by adding them
Ma nt < to your Allow list — whatever content profile you're using. Remember to use the Save button when you've
Content profile made your changes

Block and allow fsts
— & Blocked list (1/10)

Time controls
€. example.com

Manage services
Add
Manage account setiings
gmail com Remowe
& Allowed list (1/10)
€@ example.com
Add
hotmail com Remove

Time controls
Time controls allow you to set when your content control settings will be activated.

Including:

Active — Content control profile and block and allow list are switched on.

Watershed — Content control profile and block and allow list are switched on between 5amand 9pm.
Custom — You can set up specific rules forwhen content controls will be switched on.
Inactive — Content control profile and block and allow list are switched off.

When you select a content profile for the first time, the time settings will be defaulted to ‘Active’.
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Setting up Time controls

1. Select ‘Time controls’ from the left hand navigator on the main Manage Content Controls
menu and select the radio button for the profile you want and click on ‘Save'.

Personal | Business Privacy and cookies & Myaccount (Loggedin)..

o Shop Discover Vodafons My Vodafone Support Bearch q

You are here : Home » Account No. T0DD1E0806 » Manage content controls » Time controls

Hello SANKAR = | LLuszotes

4 Account summary Time controls

Bills and payments
Manage content controls Decide when you want your content profile, Blocked list and Allowed list to be active.
Candent profile ~ =)
Always active (

Block and allow lists Your content profile is switched on 24 hours a day.

Manage services Watershed %

Your contant profile is active from Sam to 8pm each day.
Manage account setfings

Custom 0
Choose the times when your content profile is active.

Inactive 0O

Your content profile will be inactive.

Save

2. Ifyou select the "Custom’ option, the menu will expand to allow you to set up your own time
controls. Once you selectarule you can clickon‘Add more times’. Once completed, click on ‘Save’.

Time controls
Control wihen your content profile and block and allow lists are active.

Always active O
Yowur content profile is switched on 24 hours a day.

Watershed &
Your content profile is active from Sam to Bpm each day.

Custom .
Choose the times when your content profile is astive.

Days Monday-Friday

From | 1800 ¥ Jo | 2000 ¥
Add maore timas
Inactive )

Your time controle will be inactive.

Save
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Blocked content

If you navigate to a site that is blocked by your content controls, you will receive a splash
page explaining why it was blocked and providing a link to My Vodafone so you can change
your content control settings if required.

€ | [} filey///C:/Users/FullerR1/Desktop/vfb-category-blocklist3%20-%20Copy.html
HE Apps © startajsp (2 HPALM-QualityC.. @ Account manageme.. [ workspace \\ fiekdglass Home [’} Cldocuments [1 mobilet3 [ UATvideo's RmPLl @ TCCL @ bdev

0 Vodafone Content Controls

Access blocked

You won't be able to access this page because It's been blocked by your content control settings.

If you want to access this page, you'll need to change your content control settings or add this site to your allowed list.

® There are some sites that are blocked by the IWF (Internet Watch Foundation) as well
—siteswe are required to block due to high court rulings that cannot be changed by
customers through their content control settings.

® |facustomernavigates to a site with one of these blocks, they will receive a splash page
explaining why itis blocked.

® |facustomerorwebsite ownerbelieves a site has been wrongly classified and blocked
they can email content-classification@vodafone.com

3. Fixing issues with your
Vodafone Broadband router

Here are some useful tips for the most common questions you might have. For furtherinformation
see our FAQs on vodafone.co.uk/broadband. You can also call us on 08080 034 515 free from
landlines and mobiles or 191 free from a Vodafone mobile.

Devices not connecting to Wi-Fi

Check that the Wi-Filight on your Vodafone Broadband router s lit (you may need to hold your
hand over your Vodafone Broadband router). Forinformation on what the different lights mean,
please refer to the Simple setup guide that came with your Vodafone Broadband router.

No lights showing on your router

Don’tworry —thisis normal. You should see a constant red light at the bottom of your
Vodafone Broadband router which shows it’s on and working. All other lights are set to be
off by default.

Hold your hand overthe top of the Vodafone Broadband router and the LED lights will come on.
Both the Internet and Wi-Filights should be green. If this doesn’t work then check all your cables
are pluggedin correctly and the poweris on.
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No internet access (flashing red Internet light)

Your Vodafone Broadband router is looking for a signal which should take no longer than five
minutes. Thiswill happen every time you turn your Vodafone Broadband router on. If the problem
persists, check all the cable connections are correct, using your Vodafone Broadband router’s
Simple setup guide to help you.

Wi-Fi not working (pulsing, flashing or no green Wi-Fi light)

Checkthe Wi-Fi LED lightis on by holding your hand over the top of your Vodafone Broadband
router—the Wi-Fi LED light should appear. If it’s off, check that the red LED power light at the
bottom of the Vodafone Broadband routeris on. If both lights are off please check all your
Vodafone Broadband router cables are plugged in correctly and then try again. If the Wi-Fi
LED lightis still off try pressing the Wi-Fibutton on the left of the Vodafone Broadband router.
Remember that each device connecting to your Wi-Fi must use the Wi-Fi password on the label
on the back of the Vodafone Broadband router. See also the section titled ‘Devices not
connecting to Wi-Fi’ above.

If you've tried everything suggested but still can’t connect to your Wi-Fi or the internet,
calluson 08080034 515 free from landlines or 191 from a Vodafone mobile.
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