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Edge computing is a form of network architecture that brings cloud computing
closer to the end user, for example, to the edge of the operator network.
However, protecting systems operating at the edge of the network poses a
number of new and different security challenges when compared to delivering
and securing services from a centralised cloud environment. In this paper, we
examine four of the main security implications and challenges that must be
overcome if we are to embrace edge computing, make this architectural change
and reap the benefits.
The four major edge computing challenges are:

1. An increased attack surface

2. System safety and the risk of
increased reliance

3. Embedding technology in
devices with longer lifespans

4. The implications of the multivendor software environment

We then highlight the example of a Connected Factory use case to demonstrate
how these challenges would arise in practice.
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Introduction
A dramatic transformation in how we capture, hold and add value to
our data is underway. It’s a data-driven world now. We are creating
increasingly powerful and intelligent devices, which in turn are enabling
and empowering individual citizens. We are connecting more people,
places and things than ever before. We are on the cusp of transforming
industries, and life as we know it, with the advent of technology
applications such as drone delivery, augmented reality (AR), holographic
calls, 4K video streaming, connected factories and tele-medicine.
With an ever increasing number of devices and applications getting connected,
the amount of data flowing through the networks is growing also at a pace
never before seen. One thing these different, emerging digital services have
in common is that they rely upon the analysis of exponentially more data at
a rapid rate. Even the slightest loss of connectivity or speed can render all of
these services useless. This can have a significant impact on a business or
in the case of some services, such as driverless transportation or industrial
machinery, actually endanger people. Unfortunately, early experiments have
shown that today’s architecture simply isn’t up to the challenge, as latency and
dependability issues will be exposed under the increased strain.
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latency and dependency issues. When these activities
happen closer to the user application where the data
is originally generated and consumed, the data won’t
actually need to travel to large data centres at the core of
the network, reducing the risk of any latency issues (see
picture below). It may sound simple, but the reality is far
more complex, and security is proving to be one of the
most challenging aspects.

So if we are to fully embrace the potential of 5G for example,
data transfer latency must drop by an order of magnitude
from around 100 milliseconds to 10 milliseconds (with the
future potential to drop as low as 1 millisecond). And if
we are to safely and reliably enjoy the breadth of benefits
that the fourth industrial revolution (also known as industry
4.0) could bring, we must re-examine and re-architect
how networks, applications and systems are delivered and
secured. This is where edge computing comes in.

Over the next few pages we will explore these security
challenges in greater detail and consider how they can be
tackled.

Edge computing pushes data processing and storage units
to the edge of the network with the goal of reducing these

What is edge computing?
Applications

Edge

Core

(Customer Premises)

(Operator Premises)

(Operator Premises)

Access Network

Access Network

Core Network

Access Network

Customer equipment and applications

Distributed Edge, distributed processing and
storage, aggregation, local analytics

Network core, central data centres, central
processing and storage, private and public cloud

Edge Computing is a concept in which data processing happens closer to the end user –
for example at the “edge” of the operator’s network.
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An Increased Attack Surface
At its simplest, edge computing heightens the security
risk because it involves distributing compute and storage
processes away from one centralised location to a
higher number of dispersed locations and endpoints, all
of which must be secured. This shift from a traditional
centralised approach alone is a challenge, but it also
has further implications for trust, authentication and
management and patching processes too.
First and foremost, an increased number of distributed
physical locations must be protected. This is far more
complex than just scaling up current security measures,
because these distributed locations are more likely to
be exposed to shared or unauthorised physical access.
It will be much harder to guarantee the security of any
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data that is held across this more distributed, less secure
environment – as opposed to a dedicated data centre
with a high degree of physical security. Adding to this
complexity is the wider variety of endpoints, which will all
require different types and levels of security.
Achieving efficient and reliable authentication and trust
will be a significant challenge. As distributed network
elements gradually amass an increased amount of data,
they will become an ever more attractive target for hackers.
Each time an end node (user) connects to one of the
aggregation nodes, a mutual relationship of trust must
be formed at machine speed. In an environment with a
high number of edge nodes, rogue nodes can appear on
the network side and the end node will also have to make
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sure that it can safely connect to them. This scenario (aka
a network side attack) becomes an even more pronounced
challenge in a virtualised environment, where softwaredefined edge nodes from multiple vendors and sources
coexist in the same edge network.
In fact, the combination of edge computing, the fluidity
of network function virtualisation (NFV) and cloudnative microservices, the hyperscale enabled by IoT and
Narrowband IoT, as well as the faster mobility speeds
supported by 5G, will together generate the most
challenging ever business IT environment to secure. This
must be done in a reliable way, while still reducing latency
enough to make it worthwhile.
Authentication and trust must not only be rapid, but also
fluid, time-sensitive and time-boxed in order to protect
citizens’ data. In the context of a hospital for example, it’s
important that patient data is only accessed by the right
person. Alternatively, you might require more data to
be made available in real-time, such as self-driving cars
sharing traffic data in order to be able to re-route as they
approach an accident site. Getting this right every time will
be a significant challenge.
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How do we tackle it?
The good news is that the technology that makes this
distribution possible, and creates the problem, can also
be used to solve it. The key to overcoming the above
issues lies in having distributed security mechanisms,
with tools that can reliably manage the distributed
controls and policies. If relevant security and trust
information can be made available, decision-making
processes can be built that will decide where to place
the workloads based on latency and availability of
compute resources. In this way, sensitive data can
be kept out of harm’s way, routed instead to a 24x7
guarded data centre on dedicated hardware. For this
system to be reliable, we must treat the orchestrator
that makes this decision as the “crown jewels” by
applying extra protection and security controls to it.

Blockchain technology is an additional solution.
If we were to build a blockchain-based security
management system, it could provide a device
inventory to identify chips signed by the vendor,
allowing a chain of trust to be built to aid in decisionmaking. This would however require industry-wide
support from organisations, trade bodies and
regulators - with initial implementations being
developed for specific vertical sectors, such as food
supply chain models.
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System safety and the risk of
increased reliance
Most of the end user applications connected through
the network today run on a smartphone or laptop.
With the emergence of Industry 4.0, the type of
network devices broadens to include a large variety
of cyber-physical systems like industrial machinery,
autonomous vehicles, and systems connected
through the Internet of Things.
Very often these are safety-critical systems (e.g. drones,
manufacturing plants, driverless trains, utility vehicles). This
cascading effect of inter-dependent systems represents a
hugely augmented risk compared to the failure of a mobile
phone or laptop. A lapse of such systems will not only cause
a dropped phone call or data loss, but can potentially put
peoples’ lives at risk. With this in mind, tight cyber security
becomes more important than ever before.
When we think about the safety context of edge, there
are three aspects of these newly-enabled services which
could have a major impact on human safety if they were
interrupted:
1. Autonomous real-time decision making (e.g. swerve to
avoid an object)
2. Central control/update (e.g. in the event of a hack or
vulnerability)
3. Shared intelligence/situational awareness (e.g.
nodes sharing critical safety information, such as in
autonomous ground or air born vehicles).
Edge computing provides powerful use cases in such
environments, but it also adds to the number of networked
components that need to be secured, creating greater
complexity and risk. Safety and security mechanisms must
be designed for such use cases to ensure that security
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threats can’t jeopardise the success of edge computing
applications. Taking a “secure by design” approach to
these networked components, with a tight focus on the
smallest amount of data control and access privilege, will
go a long way towards strong application controls.

How do we tackle it?
As we increasingly adopt edge computing enabled
services into our lives, we are passing control from
ourselves to the technology. In time, we will become
reliant on the technology to make decisions that
would previously have been made by us.
When applied to use cases such as the connected
factory, a lapse in connectivity could make the
corrective actions taken to resolve production
anomalies happen too late; or in the case of drone
delivery service, it could leave drones in the hands
of criminals or end up broadcasting too much
information around a citizens’ details to those who
might use it for criminal or malicious purposes.
For a safe introduction of such new systems, one
approach would be to initially use edge computing
to add to, complement or enhance the controls they
currently have - rather than completely replace with
local controls. This approach combines local sensor
information, complemented with additional insight
from central controls to create a safer scenario.

7

Vodafone Business Whitepaper

Embedding technology in devices
with longer lifespans
At the edge, we are beginning to embed technology
in devices with longer lifespans. Whereas traditional
connected devices such as smartphones and laptops
are typically only used for a few years before being
replaced, we are now embedding technology into
devices that could be in use for decades or more; from
healthcare equipment to industrial machinery and
even military aircraft carriers.
The longer the lifespan of a device, the more technological
advancements that will occur and the more different the
technological and threat landscapes will become during
its lifetime. It’s impossible for us to accurately predict these
in just a few years, never mind a decade or more. In light
of this high degree of uncertainty, we must prioritise the
following at this early stage to create a secure edge:
1. Security systems and algorithms must be designed with
unprecedented levels of the unknown at the front of
mind. Agility is key, and they must be closely monitored
and kept up-to-date in real-time, reconsidered as and
when technological advancements happen.

How do we tackle it?
Automatic patching and updating will be a key
method of addressing both of the above points. If
designed and implemented effectively, this could
keep all parties safe without increasing complexity.
Android’s automatic updates are a good and simple
example of how this might work in practice.
However, applying this to legal clauses and
guarantees will be a challenge. Blockchain
technology could be key, helping to create smart
contracts with high levels of automated contract
execution. Creating an ethical and reliable AI
system though is one of the most highly debated
and significant challenges of our generation.

2. Legal clauses and guarantees must be re-evaluated and
redefined to ensure that ‘force majeure’ claims remain
fair - even when big technological developments such
as the arrival of quantum computing occur. We must
re-examine the balance between duty of care and
the impossibility of predicting in this challenging and
uncertain context if we are to avoid legal chaos.
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The implications of the multi-vendor
software environment
One typical application of edge computing is within
environments where the number of connected devices
is growing from one single device to a network of
multiple devices.
This network has a suite of connected software modules
and applications, often delivered by multiple vendors.
Within each suite of applications, there will be a range of
proprietary software and hardware, possibly connected
through open interfaces, and each element of software
and hardware will come with its own set of security
vulnerabilities.
As we connect more devices together, we are creating an
increasingly complex network with a larger attack surface,
and the variety of malware that could exploit the network
also rises. Because these networks are open, infection in
just one of the increasing number of applications could
easily spread to the rest of the network.
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How do we tackle it?
A thorough evaluation of system trust models
and the impact of trust breach thus becomes a
fundamental requirement, and the following must
be addressed:
1. Clear standards for connectivity and quality
(possibly at different tiers of criticality)
2. The ability to sense and quarantine infected,
damaged or malfunctioning applications
The first step to achieving these requirements is to
thoroughly evaluate system trust values, and the
impact of a breach of trust.
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Key considerations in this evaluation
process include:
1. How far down the supply chain can
the network operator “see”?
2. Had the module suppliers
expected the use case that their
subsystem is operating in and
have they implemented the
required security standards?
No matter the size of the edge network,
a zero-trust approach between devices
must be the starting point to eventually
create a trusted software ecosystem.

Security AND
performance is key
Encryption is also important
in creating a safe environment
within the edge network. However,
frequent encryption and decryption
operations will ramp up the latency
issues that edge computing was
designed to solve. It would also
shorten the autonomy of batterypowered devices, and require a
mechanism that will bring devices in
use, such as drones, to safety before
the battery fully depletes.
In summary, the challenge we have to
overcome in this multi-vendor software
environment is ultimately how to
create a secure and trusted system,
without degrading the performance
of the overall edge network system.
The complexity of interoperability
testing will be a significant factor in
overcoming this challenge, as will
keeping the attack surface small, and
relying on known parameters.
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Use Case:
Connected Factory Vs Mobile Device
The connection of a mobile phone to the network when compared to the connection of a manufacturing plant (a
Connected Factory) helps us to clearly illustrate the impact of edge security in different ways.
In this Connected Factory use case, we mean a factory
that is both connected to the internet and also connects
a multitude of hardware and software systems into a
smart environment to manufacture and support products.
The actors and system owners within this environment
typically include:

-- The factory: resource planning, supervision, conveyor
belts, fork lifts, robotic arms, operational and supervisory
staff devices etc
-- Suppliers and vendors of off-the-shelf products, including
software and apps
-- Energy suppliers
-- Transportation vehicles
-- Partners
-- Customers, including software and apps.

Challenge

Mobile

Connected Factory

An increased
attack surface

A single device connects to servers in
a safe and closely monitored operator
data centre or in the cloud

A network of embedded computers and user mobile devices are
present in the factory. Each device must be secure and they all need
to establish and re-establish a relationship of trust with each other.

System safety
and the risk
of increased
reliance

Data loss could cause serious financial
loss and reputational damage to an
enterprise

The implications here could be much more serious – loss of control
over industrial machinery can damage equipment, the facility itself
and even cause the loss of life in an accident.

Embedding
technology in
devices with
longer lifespans

Device in use for approximately 18
months. Automatic software updates
and patches can easily be rolled out in
this period

Device in use for approximately 15 years. During this time, hardware,
software and legal T&Cs could become obsolete, creating a
vulnerability in the Connected Factory edge network.

The implications
of the multivendor software
environment

One device with one owner. Easier to
mitigate from a security perspective
than a network of devices, with
frequently changing human
“operators” and software instances
(e.g. originating from suppliers, offthe-shelf component vendors, new
customers).

Network of devices, with many local CPUs. Current reliance on CRC
checksums needs to be enhanced, as CRC checksums were designed
to catch accidental changes in data. Using encryption would affect
communication latency, which needs to be extremely low in case
of control systems. With so many 3rd parties engaging within the
ecosystem, there is a high risk for infiltration of malicious software
elements into the system – so a zero-trust policy must be in place.

Open standards at OS level
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Every manufacturer has their own proprietary code, with its own
security bugs, which can threaten the correct operation of heavy
machinery. A mechanism for isolating misbehaving devices has to
be in place to prevent unwanted or malicious interference with such
machinery, as this can put also lives at risk.
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Conclusion
As we continue to reap the benefits of digital
transformation and become accustomed to real-time
communication and control in all aspects of our daily
lives, latency and reliability issues are putting pressure
on network architects to re-design the network.
Edge computing is a concept that promises very lowlatency communications by bringing data processing
closer to the end user, instead of its current home at the
network core. It may sound simple, but this architectural
change comes with a myriad of its own challenges,
particularly in relation to cyber security.
Distributing functions to the edge of the network expands the
physical attack surface and creates an environment that is
more complex to control. Connecting safety-critical systems to
these networks adds to the risk for the applications that they
serve, meaning it isn’t just data being threatened anymore but
lives too. As we embed technology into devices that we intend
to use for much longer lifespans than we would use a mobile
phone for, we are forcing these security architects to design
systems for an unknown and unpredictable future, with the
underlying expectation that they’ll remain secure. Increasing
virtualisation and dynamic multi-vendor environments require
standardisation and isolation functionality which will make this
challenge even more complex.

However, the good news is that with great challenges
come great solutions. The industry is not quite at the point
where it can claim to have all of the answers - but they say
that a problem defined is a problem half-solved. In this
paper, we’ve highlighted four challenges that securing the
edge presents. Some of these can be tackled with existing
techniques (e.g. automated software updates) while others
will require much more complex solutions; but what’s
important is that we discuss the options and implications
at this early stage, if we are to create a secure edge for the
future.

About Vodafone Business
Cyber security is a key concern for organisations of all sizes.
Protecting devices, networks, data and apps is an essential
component of doing business. Vodafone provides security
products and services to businesses of all sizes, helping you
secure your business anywhere because we are everywhere.
We are trusted by organisations globally, including utilities,
financial institutions and government agencies.

For more cyber security
insights, you can find us on
Twitter.
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