Vodafone Managed
Security Services
CYBER EXPOSURE
DIAGNOSTICS
Because every business deserves
the right level of protection

Product Sheet

Cyber Exposure Diagnostics
In partnership with Accenture, Vodafone Managed Security Services
delivers affordable access to industry-leading1 cybersecurity that
protects your business against rapidly evolving threats. Together,
Accenture and Vodafone has 8,000 employees that are focused on
cybersecurity to support businesses just like yours.

What is our Cyber Exposure Diagnostics Service?
Our Cyber Exposure Diagnostic (CED) Service helps you identify what further
improvements and investments should be made towards your business’
cybersecurity.

Why do you need it?
In today’s cyber realm, knowing your enemy is vital. That means focusing on threat
intelligence and deploying tools and technologies that help your business to ‘see’
attackers as quickly as possible. The more you know about an adversary, the better
positioned you are to prevent, detect and contain the threat that it represents.
However, with so much emphasis on looking outward, it can be easy for
any business to overlook its own cybersecurity. This requires a mature
security programme with unified and relatively transparent coordination and
communication, along with a commitment to consistently challenge the status
quo by looking at what further improvements and investments can be made.
This is where our Cyber Exposure Diagnostics Service can help you.
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What happens next?

Pricing
Product Type
Professional Service

Professional Service

Professional Service

The Service is delivered in the following 4 phases:

Product Name

Edition Name

Charge Type

List Price

Cyber Exposure Diagnostic

Small
up to 256 endpoints

One-off

£8,705.00

Cyber Exposure Diagnostic

Medium
up to 1,000 endpoints

One-off

£26,120.00

Cyber Exposure Diagnostic

Large
up to 2,500 endpoints

One-off

£52,235.00

Onboarding
After you sign the order, Vodafone will order
the service and then Accenture will contact
you to discuss next steps. We will provide
you with a questionnaire to gather extra
information, agree timelines, etc.

• PHASE 1: TEST & DEPLOY
After completing the CED questionnaire, we will provide
the Script and Network Sensors for you to deploy on your
environment, in accordance with our instructions.
• PHASE 2: COLLECT AND UPLOAD REPOSITORY DATA
Upon execution, the Scripts will collect the Repository
Data which is then encrypted and securely uploaded to the
Repository. The CED Platform will then prepare the Repository
Data for analysis and review.
• PHASE 3: ANALYSE THE REPOSITORY DATA
We will analyse the prepared Repository Data in order to
identify evidence of malicious activity or cyber bad practice
through both automated and manual queries.
If during the provision of the Service, an active IOC (Indicator
of Compromise) is identified, we will notify you. Any action
to resolve active IOCs, would not fall within the scope of the
Service, and instead, you would be advised to engage with us,
or another third party, to determine next actions.
• PHASE 4: REPORT
You will be provided with Weekly CED Status Reports
throughout the provision of the Service and also the Final CED
Report at the end of the Service.
Within three business days of providing the Final CED Report,
we will remotely provide you with Explanatory Presentation
to guide you through and discuss the findings.
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Why Vodafone
and Accenture?

Together we offer:

Vodafone’s network and security
expertise
A leading cybersecurity capability
underpinned by our deep network expertise
means we are trusted by large enterprises,
Critical National Infrastructure organisations
and Government.

Our Accenture Security partnership
Our partnership with Accenture Security
combines market-leading cybersecurity
expertise with a partner that has been
identified by Forrester as a leading Managed
Security Services provider2.

Highly qualified analysts and
specialist dedicated teams

Mid-market and industry-specific
threat intelligence

Our specialist teams include GIAC (Global Information
Assurance Certification) -certified Security Analysts,
a Service Delivery Lead, Onboarding Engineer and
Senior Analyst — all with experience in cloud and
network security and MDR/SOC cybersecurity
frameworks.

We provide insight into threats impacting similar
industries and geographies — as well as updates on
the tools, tactics and procedures used by adversaries.

To ind out more, please contact your account manager or visit our website.
1 Gartner views Accenture as a leading security company – a lead In the Gartner magic quadrant.
https://www.accenture.com/gb-en/insights/communications-media/gartner-magic-quadrant-communications-service-providers
2 Forrester report on Global Cybersecurity

