Vodafone Managed
Security Services
PENETRATION
TESTING SERVICE
Because every business deserves
the right level of protection
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Penetration Testing Service
In partnership with Accenture, Vodafone Managed Security
Services delivers affordable access to industry-leading1 cybersecurity
that protects your business against rapidly evolving threats. Together,
Accenture and Vodafone has 8,000 employees that are focused on
cybersecurity to support businesses just like yours.

What is our Penetration Testing Service?
Our Penetration Testing Service is an in-depth manual testing exercise that
simulates an actual attack on your business to help you learn about weaknesses
in your environment.

Why do you need it?
Our Penetration Testing Service simulates a real attack on your business, helping
you to elevate the current status of your business’ existing security controls and
measures, as well as identify vulnerabilities before cybercriminals can exploit them.
Understanding how vulnerable your business may be to attackers and eliminating
these vulnerabilities can also help you evaluate cybersecurity investments in order
to protect your business from a potential financial damage or loss of reputation.
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Pricing
Product Type

Professional Service

Professional Service

Professional Service

Product Name

Edition Name

Charge Type

List Price

Penetration Testing

Small
up to 25 External IP address (50 Internal IP addresses)

One-off

£3,805.00

Penetration Testing

Medium
up to 100 External IP addresses (256 Internal IP addresses)

One-off

£8,705.00

Penetration Testing

Large
up to 256 External IP addresses (400 Internal IP addresses)

One-off

£15,230.00

Onboarding
After you sign the order, Vodafone will order the service and then Accenture
will contact you to discuss next steps. We will provide you with a questionnaire
to gather extra information, agree timelines, etc.
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What happens next?
We will deliver the Service remotely from Prague, Czech Republic.
If you select an External Infrastructure Penetration Test edition of the Service,
the Black-Box Testing approach will be used.
If you select an Internal Infrastructure Penetration Test edition of the Service,
by default, the Service will be performed using the Black-Box Testing approach.
However, you may choose for the Service to be performed using the Grey-Box
approach, by confirming this in the Internal Infrastructure Penetration Test
Questionnaire.
We will perform the Service in accordance with the phases set out below in
order to identify and exploit vulnerabilities that may impact confidentiality,
integrity or availability of your environment and data contained within it.
Phases 1 to 3 below together constitute the Cyber Attack.

PHASE 1: RECONNAISSANCE
We will gather additional information on your environment by:
• performing cybersecurity scans on the Target IP Addresses
• identifying running services, open ports, technologies in use and
understanding targeted network architecture and controls in place
• using publicly available sources to identify additional information
about your environment
PHASE 2: IDENTIFY VULNERABILITIES & MISCONFIGURATIONS
We will attempt to identify vulnerabilities and misconfigurations within your
environment by deploying a range of manual and automated techniques.
We will also develop the attack vectors to be used for the Cyber Attack.
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PHASE 3: EXPLOIT VULNERABILITIES & MISCONFIGURATIONS
We will exploit any vulnerabilities and misconfigurations found in your
environment by:
• attempting to gain access to your environment
• identifying additional details and vulnerabilities about the relevant part of your
environment that has been compromised
• escalating privileges in order to obtain high-privileged user access to your
environment
• obtaining and/or cracking passwords when found in hashed format
• identifying new targets in consultation with you (testing of which would not
form a part of the scope of the Service)
• attempting to attack the integrity of your environment
We will not exploit any vulnerabilities or misconfigurations affecting the
availability of your environment without your agreement.
PHASE 4: REPORTING
Following the completion of the Cyber Attack, we will prepare the Penetration
Test Report. At the end of the project, we explain the findings detailed in the
Penetration Test Report to you remotely in a 60-minute presentation.
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Why Vodafone
and Accenture?

Together we offer:

Vodafone’s network and security
expertise
A leading cybersecurity capability
underpinned by our deep network expertise
means we are trusted by large enterprises,
Critical National Infrastructure organisations
and Government.

Our Accenture Security partnership
Our partnership with Accenture Security
combines market-leading cybersecurity
expertise with a partner that has been
identified by Forrester as a leading Managed
Security Services provider2.

Highly qualified analysts and
specialist dedicated teams

Mid-market and industry-specific
threat intelligence

Our specialist teams include GIAC (Global Information
Assurance Certification) -certified Security Analysts,
a Service Delivery Lead, Onboarding Engineer and
Senior Analyst — all with experience in cloud and
network security and MDR/SOC cybersecurity
frameworks.

We provide insight into threats impacting similar
industries and geographies — as well as updates on
the tools, tactics and procedures used by adversaries.

To find out more, please contact your account manager or visit our website.
1 Gartner views Accenture as a leading security company – a lead In the Gartner magic quadrant.
https://www.accenture.com/gb-en/insights/communications-media/gartner-magic-quadrant-communications-service-providers
2 Forrester report on Global Cybersecurity

