Vodafone Managed
Security Services
PHISHING AWARENESS
SERVICE
Because every business deserves
the right level of protection
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Phishing Awareness Service
In partnership with Accenture, Vodafone Managed Security Services
delivers affordable access to industry-leading1 cybersecurity that
protects your business against rapidly evolving threats. Together,
Accenture and Vodafone has 8,000 employees that are focused on
cybersecurity to support businesses just like yours.

What is our Phishing Awareness Service?
Our Phishing Awareness Service aims to help protect your business from
cybersecurity attacks. It’s designed to provide a phishing attack simulation that
improves the security awareness of your employees, teaches them how to prepare
for a potential attack and therefore how to prevent it from being successful.

Why do you need it?
As many businesses are now adapting to new ways of working, they are more
vulnerable to cyber threats than ever before. We believe that every business — no
matter its shape or size — deserves to have the right protection and feel safe.
As security technology matures, attackers divert their focus to the weakest link
— people. Therefore, social engineering is still the number one threat to security
defences and the percentage of employees divulging sensitive information
through social engineering attacks constantly increases. This is why we believe
that businesses need to enforce security awareness and provide employees with
the right detection tools to help them stay vigilant and get better at detecting
attacks. Our Phishing Awareness Service can help you do just that as it is targeted at
employees whose emails are attacked in order to obtain sensitive information.
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Pricing
Product Type

Professional Service

Professional Service

Professional Service

Professional Service

Product Name

Edition Name

Charge Type

List Price

Phishing Awareness

Small
100 to 250 mailboxes

One-off

£2,675.00

Phishing Awareness

Medium
251 to 500 mailboxes

One-off

£3,475.00

Phishing Awareness

Medium/Large
501 to 1,000 mailboxes

One-off

£4,355.00

Phishing Awareness

Large
1,001 to 2,500 mailboxes

One-off

£5,350.00

Onboarding
After you sign the order, Vodafone will order the service and then Accenture will
contact you to discuss next steps. Accenture will provide you with a questionnaire
to gather extra information, and agree timelines, etc.
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What happens next?
We will run an email-based phishing campaign targeting a group of your employees. We
will perform the Service in accordance with the four phases detailed below.
Some key features of the Phishing Campaign are:
• Phishing emails sent appear to have come from non-existing domains or non-current 		
corporate email addresses.
• You will have the opportunity to customise the campaign based on your needs and in 		
line with your business’ security maturity level.

• PHASE 1: PLANNING
During the planning phase of the Service, we will review the required information
provided by you in the Customer Phishing Awareness Request Form.
We will jointly create a phishing email template and a malicious landing page. We will
register a domain name to align with the Email Template and Landing Page. The Email
Template can be written in any one of the following languages: English, Italian, Spanish,
French, Portuguese, Greek or German. In order to guarantee an adequate level of
security, valid TLS certificates installed on the Landing Page will be used to guarantee
the total confidentiality of the data transmitted.
We will agree a timing schedule for the Email Templates to be sent by us.
• PHASE 2: TESTING
The testing phase is aimed to verify the configurations of your e-mail system. The
purpose of this activity is for us to validate the configurations implemented on the
Phishing Platform and send a test email, based on the Email Template, to one of the
Targeted Employees, to ensure it is received prior to continuing to phase 3.
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• PHASE 3: EXECUTION
After we’ve configured the Phishing Attack on the Phishing Platform, the
Template Emails are sent in accordance with the Schedule. During the execution
phase, the activity is monitored in order to verify the progress of the Service.
Personal Data accidentally entered by the Targeted Employees will not be stored
past the engagement or processed.
Depending on the type of Edition selected by you, we will send the Template
Emails to a maximum of 1,000 Targeted Employees at a time, provided that all
required Template Emails are sent within a period of 10 Business Days.
Where you’ve selected the Large Edition, the Targeted Employees will be split
into smaller groups.
Phase 3 must be completed within 10 Business Days.
• PHASE 4: REPORTING
Once the Template Emails have been sent to the Targeted Employees, we will
collect and analyse statistics and activity data and will produce the Phishing
Awareness Report. The analysis of the results within the Phishing Awareness
Report will highlight the level of awareness of the Targeted Employees, offering
useful information for evaluation of security maturity level and further analysis
to undertake improvement actions in order to protect you against a possible
future email phishing attack. The Phishing Awareness Report will be aggregated
and will not contain any personal information or details of the Targeted
Employees.
All data during the provision of the Service shall be stored on the Phishing
Platform for six months. We will not access or use this data unless requested to
do so. Following the six-month period, the testing data will be securely removed
from the Phishing Platform.
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Why Vodafone
and Accenture?

Together we offer:

Vodafone’s network and security
expertise
A leading cybersecurity capability
underpinned by our deep network expertise
means we are trusted by large enterprises,
Critical National Infrastructure organisations
and Government.

Our Accenture Security partnership
Our partnership with Accenture Security
combines market-leading cybersecurity
expertise with a partner that has been
identified by Forrester as a leading Managed
Security Services provider2.

Highly qualified analysts and
specialist dedicated teams

Mid-market and industry-specific
threat intelligence

Our specialist teams include GIAC (Global Information
Assurance Certification) -certified Security Analysts,
a Service Delivery Lead, Onboarding Engineer and
Senior Analyst — all with experience in cloud and
network security and MDR/SOC cybersecurity
frameworks.

We provide insight into threats impacting similar
industries and geographies — as well as updates on
the tools, tactics and procedures used by adversaries.

To find out more, please contact your account manager or visit our website.
1 Gartner views Accenture as a leading security company – a lead In the Gartner magic quadrant.
https://www.accenture.com/gb-en/insights/communications-media/gartner-magic-quadrant-communications-service-providers
2 Forrester report on Global Cybersecurity

