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1. Setting up your Vodafone
Broadband router

Once your Vodafone Business Broadband Service has been activated, follow the steps below
to connect the Broadband to the internet.

Ifthe red LED power light at the bottom of the Vodafone Broadband router does not come on during
setup, please check that the cable connections are all correct and the poweris on at the wall socket.

Connecting your router to the internet

If your phone socket looks
like either of these, you don’t
need to use a microfilter.

(1) 6

el

© Connect the phone and internet cables to the O Pressthe power switch to turn on the router.
microfilter and then plug the microfilterinto The power LED light on the bottom of the router
your phone socket. willturnred and the internet status LED light on
the top of the router will turn green once your
© Attachthe other end of the internet cable to the internet connectionis set up. Ifthe lightsdon’t
redinternet port on the back of your router. appear straightaway, please don’t unplug or
switch off your router for 60 minutes as it may
© Connectthe power adapter cable to the power interrupt the set-up process.

adapter portand pluginto an electrical socket.
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1.1 Connecting devices wirelessly to the internet

Once your Vodafone Broadband router is set up and the Wi-Fiis working (see your Vodafone
Broadband router’s Simple setup guide for help with this), you’ll need the information on
your Vodafone Broadband router’s label to get devices like PCs, laptops, tablets and
smartphones connected wirelessly to the internet. The Wi-Finame and password can be
found on the back of the Vodafone Broadband router.

Using wireless broadband (Wi-Fi)

To use wireless broadband — or Wi-Fi, as it’s more commonly known —your computer needs
acompatible wireless network card or a wireless adapter—most devices are fitted with these
as standard.

Wi-Finame

The Wi-Finame iswhat you’ll need to look forwhen connecting any device wirelessly to the
internet through your Vodafone Broadband router. This can be changed or personalised
if you wish, for example, ‘Vodafone Business Broadband’ or ‘Julian’s Barber’s Broadband’
—the steps on how to complete this follow laterin the guide.

Wi-Fi password

While connecting to the Wi-Fi network you will be asked to enter the Wi-Fi password.
This password is printed on the back of the router, so for business users we recommend
changing this to something memorable so only administrators can access the device’s
settings. The steps on how to complete this are explained laterin the guide.

Vodafone Broadband router password

You'll need this password to change your Vodafone Broadband router settings through the
Vodafone Broadband online portal or Vodafone Broadband router app.

Vodafone Broadband router app

You can use the Vodafone Broadband router
app to change your Wi-Fi password and
manage your Vodafone Broadband router
settings. It’s available to download and install
from the Apple App Store or Google Play Store
—search Vodafone Broadband.
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1.2 Managing your Vodafone Broadband router’s settings
You can manage your Vodafone Broadband routerand allits settings on a PC or Mac by using
the online portal.
1.Make sure you're connected to the Vodafone Broadband router, either by Wi-Fi
oran Ethernet cable.

2.0pentheinternet browser on your device and enter
http://vodafone.connect or 192.168.1.1 into the address bar.

3. EnteryourVodafone Broadband router password.

4.Then, by clicking on the relevant tabs, you’ll be able to check and manage your Vodafone
Broadband router’s settings and the devices connected toit.

Welcome

Enter your Vodafone Broadband router password to manage your settings.

Foegotien password

Imlermet Sharing g Status & Support
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How do I change my Vodafone Broadband router’s Wi-Fi name?
1.Go to the ‘Wi-Fi’ tab.

2.Select ‘General.

3.Enteryour new Wi-Finame in to the ‘Wi-Fi name (SSID)’section.

4.Click ‘Apply’
e General Wi-Fi settings L
G Your Vodafone Broadband router conforms to recognised Wi-Fi standards and enables your devices
tobe easily connected wirelessly.

s
TS, L
Fmacia Vil P DY BLafion o Wodafone Consect imute: - 8
s AEO »
Setup
Msir WA Wi T ‘

Iy s (R

Fraany

1478 G

How do | change my Vodafone Broadband router’s Wi-Fi password?
1.Go to the ‘Wi-Fi’ tab.

2.Select'General.

3.Clickonthe ‘Change password’ dialogue box.

4.Follow the on screeninstructions.

5. Click ‘Apply..
Brranied S50 & Metwork key {8+ characters)
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How do | stop unauthorised access to my Vodafone Broadband router’s settings?

To improve security and prevent unauthorised access to your Vodafone Broadband router’s
settings, follow these steps to change your Vodafone Broadband router’s password.
(Please note your Vodafone Broadband router’s password is different from your Wi-Fi password).

1.Goto the ‘Settings’ tab.

2.Select 'Password’.

3.Clickonthe ‘Change password’ dialogue box.
4.Follow the on screeninstructions.

5.Click ‘Apply’.

Stalus & Support

P— Vodafone Broadband router password

Set a new password for your Vodafone Broadband router to enable you to change your router settings
securely.

i - Change Vodafone Broadband router password
ol
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How do | change the Wi-Fi channel on my Vodafone Broadband router?

If anotherwireless device (even next door) is using the same channel as your Vodafone Broadband
router, the two devices could compete for the airwaves. Here’s how to change the channel:

1.Ensure ‘Expert mode’is enabled.

2.Go to the "Wi-Fi’ tab.

3.Select ‘Settings’.

4.Find the ‘Channel’ setting and select ‘Preferred channel’ from the drop-down menu.
5.Click ‘Apply’.
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1.3 Connecting to the internet with an Ethernet cable

1. Plugin one end of the Ethernet cable to an Ethernet port on your computer, and the other
to any of the four Ethernet ports on the back of the Vodafone Broadband router.

2. Most computerswill automatically detect when an Ethernet cable is connected. You should
then be able to go online straightaway.

If you find there’s nointernet access using your Ethernet cable, make sure you’ve securely

connected the cable between the Vodafone Broadband router and your computer. You can

also try restarting your computer.

1.4 Resetting your Vodafone Broadband router
If you experience problems with your Vodafone Broadband router, it sometimes helps to
switch your Vodafone Broadband router off and on again. See the image below to locate the
on/off button. Please do not do this during initialisation.

1.5 Beamforming technology explained

The Vodafone Broadband router uses a technology
called beamforming. It works by focusing the Wi-Fi
signal towards the device usingit, ratherthan
spread the signal across awide area. If you have
abeamforming enabled device, you don’t need

to setanything up, you'll get a better quality signal
whereveryou are in the premises. To find out if your
device isbeamforming enabled check the
manufacturer’s specification.

1.6 Boost technology

Boost technology allows the Wi-Fiin your premises
to be focused on one device for a specific length of time — this can be controlled by the
administratorvia the online portal or from the Vodafone Broadband router app.
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2. Keeping your computer safe online

2.1 Anti-virus

Vodafone always advises using a reputable anti-virus programme, many of which also protect
your business against malware and phishing scams. Our recommended anti-virus software
is F-Secure SAFE —for managing the security of all your devices. It’s easy to use, and can also
help you locate missing devices and even wipe them remotely if you think a device has been
stolen. F-Secure SAFE handles your everyday activities safely too — from browsing to online
banking. It'll keep you safe from phishing attempts that try to steal personal information, and
keep all your data secure. For furtherinformation on our recommended anti-virus, please visit
vodafone.co.uk/businessbroadband

2.2 Content controls

Our content controls allow you to manage your broadband content control for your Vodafone
Business Broadband Service via your Vodafone My Account.

® You can pick from a predefined content control profile or you can set up a custom profile.
You canalso set up ablock and allow list and choose time settings for your content controls.

® This capability only applies for your Vodafone Business Broadband Service and will not
affect other Vodafone services such as mobile phone, mobile broadband or phone.

Content control profiles
® Profiles available and what they block:

Safe — Blocks: Malicious sites.

Super Safe — Blocks: Malicious sites as well as Adult, Hate, Violence &Weapons,
Drugs & Crime, Alcohol & Tobacco, Gambling and Dating.

Ultra safe — Blocks the same as Super Safe as well as Sex Education, Social
Networks and Games.

Custom — You can select any combination of categories to block.

Off — No content profile set-up. This is the default setting when your

Vodafone Buisness Broadband Service is first activated.
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How to turn on/turn off or amend content controls

1. Loginto ‘My account’.

2.Upon activation, the default setting of ‘Off’ is automatically applied for content controls.
Oninitial set up of the Vodafone Broadband router, you will receive a splash screen which
will give you the option to set up your content controls.

3. & ;-‘: Iile'.HJ"C:;’IJsers_-‘FuIlererDeslémpfﬁI:‘-fnroe-gl.\nioe-page_hml :, @0
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Welcome to Vodafone Broadband

Ta keep everyone sife on he ntémet. you can choose o selup semple cantént controls fo block napprapriale sies

Set up content controls Not now

¥ou can set up or change your content controls al any time by legging in to My Vodatone

3.If 'Set up content controls’, is selected you will be directed to your ‘My account’ page.
‘My Vodafone’ can be accessed at any time if you do not want to set up content controls
straightaway or if you want to change them.

P Barin Prvviy e e R S s Rt

4.0nce loggedinyou needto click on

S V—

Hella SANKAR ‘Manage’ foryour broadband service
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How to set up a Content profile

1. Select ‘Content profile’ from the left hand navigator or the main ‘Manage content controls’
menu and select the radio button for the profile you want and click on ‘Save'.

Personal | Business Privacy and cookies & My account [Logped in)._ -

(’ Shop Discover Vodafone My Vodafone Support
y

Yiou are hera : Home » Account No 7000180803 » Manage content controls ; Content profile

Hello SANKAR = | LLuszetes

iy Account summany Content profile
Bills and payments
In your content profile you can choose which types of content you want to block. Choose batween our Safe,

Manage contert controls Suwper safe or Ulira safe profiles, or create your own customised profile,

Block and allow lists Current profile: Safe

Time controls
Mage seriicas Safe - This biocks Malicous stes .
Manage account seftings e

Super safe - This blocks all content categories apart from Sex Education, Sodial Networks and Games
> show maore

Ultra safe - This biocks afl contentcaieganies

> show more

Custom - This snables you o choase the content categanies you want i block

= show more

Turn off - This switches off a calegories o give you o all yp

Save

2. Ifyou select the ‘Custom’ profile, the menu will expand to allow you to tick on the categories
youwantto blockand click on ‘Save'.

Custom - This snables you 1o choose the content caegonies you want i block .
> show less

Blockall
Maiicious Ses )
Adut @

[ Hae Violencs & Weapons ()
Drugs& Crime @
Alcohol & Tobacco ()

B Gambing @

Dating o
SexEducaton )
Socisl Neworks ()

Turn off - This swiches off all categonies 1o give you aocess 1 all types of content
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Block and allow lists

® |naddition to selecting a content control profile, you can set up block and allow lists to
specify certain URLs you want to block or allow, regardless of the profile you have selected.

® Forexample, your profile may block all gambling sites, however, you might want to add
www.nationallottery.co.uk to yourallow list.

® Thetotalyoucanhaveineachlistis 10.

® We will block or allow the whole domain so if you block BBC news (www.bbc/news.co.uk)
itwill block the whole of www.bbc.co.uk site.

How to amend/change block and allow lists

1. Select ‘Block and allow lists’ from the left hand navigator or the main Manage Content
Controls menu and enter the URL of the site you want to block or allow and then click on
‘Add’ to add it to the list. Once you have completed your list, click on ‘Save’.

Personal  Business Privacy and cookies @ My account (Loggedin)_.

‘ ’ Shop Discover Viodafone My Vedafone

You are here : Home » Accourt No. 7000180805 » Manage content controls » Biock and allow lists

Hello SANKAR 2 | LLus2s1es
o Snont oy Blocked and Allowed lists
Bills and payments
nage content controls You can block up to 10 sites by adding them to your Blocked list, and access up to 10 others by adding them
oy i o your Aliow list — whatever content profile you're using. Remamber to use the Save button when you've
Content profile made your changes

Block and allow s
& stocked st (010

Time controls
€@ example com

Manage senices
Add
Manage account setings
gmail.oom Remove
& Allowed list (1/10)
€@ example com
Add
hotmail.com Remove

Time controls
Time controls allow you to set when your content control settings will be activated.

Including:

Active — Content control profile and block and allow list are switched on.

Watershed — Content control profile and block and allow list are switched on between 5amand 9pm.
Custom — You can set up specific rules forwhen content controls will be switched on.
Inactive — Content control profile and block and allow list are switched off.

When you select a content profile for the first time, the time settings will be defaulted to ‘Active’.
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Setting up Time controls

1. Select ‘Time controls’ from the left hand navigator on the main Manage Content Controls
menu and select the radio button for the profile you want and click on ‘Save'.

Persanal | Business Privacy and cookies & My account (Lopgedin)_ -

(J Shep Diseover Vodafona My Vodafone

Hello SANKAR = | Liuszates

i Accouit simamay Time controls

Bills and payments

Manage content controls Decide when you want your contend profile, Blocked st and Allowed list to be actve.
Condent profile _ =
Always active
Block and allow lists Your content profile is switchad on 24 hours 2 day.
Manags services Watershed .

Your content profile is active from Sam to Spm sach day.
Manage account setiings

Custom 5]
Choose the times when your content profile 1s active.

Inactive

Your content profile will be nactive

2. Ifyou select the "Custom’ option, the menu will expand to allow you to set up your own time
controls. Once you selectarule you can clickon‘Add more times’. Once completed, click on ‘Save’.

Time controls
Control wihen your condent profile and block and allow Ests are active

Always active
Your content profile is switched on 24 houwrs a day.

Watershed
Your content profile 5 active from Sam to Epm each day.

-

Custom
Chosse the timas whan your sontent profils is sative.

Days Monday-Friday W

Fom | 1800 ¥ To | 2000 ¥

Add more times

Inactive )

Your time controls will be inaetive.

Save

VODAFONE BUSINESS BROADBAND USER GUIDE

13



Blocked content

If you navigate to a site that is blocked by your content controls, you will receive a splash
page explaining why it was blocked and providing a link to My Vodafone so you can change
your content control settings if required.

L Bl A0 Uper TullerA L e chtop i category- blockErr WX S0 opry aml
W g F i app o oA Qs © iy Aottt masagems . [ movanpecs ) Gatiging Mame [ Odorssesn | moststl ) UdTwceen (@8 ST TOCD i maes

Vodafone Content Controls

Access blocked

Viin wn'] B a0k 55 BCCREN T a0 Dec Bk N ten BAGCHE by yiur Conteet Dontesl sefgs

¢ yow Wi 1 CORRS T PIGE. VOUTE Sbed B0 (RSSOE Yool LOMIEO] COOENS] SETIGS of 834 The BaE 10 yiAr ahiwed it

® There are some sites that are blocked by the IWF (Internet Watch Foundation) as well
—siteswe are required to block due to high court rulings that cannot be changed by
customers through their content control settings.

® |facustomernavigates to a site with one of these blocks, they will receive a splash page
explaining why itis blocked.

® |facustomerorwebsite ownerbelieves a site has been wrongly classified and blocked
they can email contentclassification@vodafone.com

3. Fixing issues with your
Vodafone Broadband router

Here are some useful tips for the most common questions you might have. For furtherinformation
see our FAQs on vodafone.co.uk/broadband. You can also call us on 08080 034 515 free from
landlines and mobiles or 191 free from a Vodafone mobile.

Devices not connecting to Wi-Fi

Check that the Wi-Filight on your Vodafone Broadband router s lit (you may need to hold your
hand over your Vodafone Broadband router). Forinformation on what the different lights mean,
please refer to the Simple setup guide that came with your Vodafone Broadband router.

No lights showing on your router

Don’tworry —thisis normal. You should see a constant red light at the bottom of your
Vodafone Broadband router which shows it’s on and working. All other lights are set to be
off by default.

Hold your hand overthe top of the Vodafone Broadband router and the LED lights will come on.
Both the Internet and Wi-Filights should be green. If this doesn’t work then check all your cables
are pluggedin correctly and the poweris on.
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No internet access (flashing red Internet light)

Your Vodafone Broadband router is looking for a signal which should take no longer than five
minutes. Thiswill happen every time you turn your Vodafone Broadband router on. If the problem
persists, check all the cable connections are correct, using your Vodafone Broadband router’s
Simple setup guide to help you.

Wi-Fi not working (pulsing, flashing or no green Wi-Fi light)

Checkthe Wi-Fi LED lightis on by holding your hand over the top of your Vodafone Broadband
router—the Wi-Fi LED light should appear. If it’s off, check that the red LED power light at the
bottom of the Vodafone Broadband routeris on. If both lights are off please check all your
Vodafone Broadband router cables are plugged in correctly and then try again. If the Wi-Fi
LED lightis still off try pressing the Wi-Fibutton on the left of the Vodafone Broadband router.
Remember that each device connecting to your Wi-Fi must use the Wi-Fi password on the label
on the back of the Vodafone Broadband router. See also the section titled ‘Devices not
connecting to Wi-Fi’ above.

If you've tried everything suggested but still can’t connect to your Wi-Fi or the internet,
calluson 08080034 515 free from landlines or 191 from a Vodafone mobile.
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